A ATLASSIAN

Iin Seoul %2



A ATLASSIAN .

in Seoul %2

SaaS M| ‘=0l A12| OfO| HIE|E| @y = £t

ldentity and Access Management
in a SaaS-Powered world

Mm7| o =

HZ| =EEH3




Il I

y: 4 AHHHH

by @N DENT

-



Our Mission

Enable our customers to protect
their most prized assets -
their people, their identities anad
the information they create;
whenever, wherever.

Onelogln onelogin.com | confidentia



The Cybersecurity Current State
and Challenges it Creates
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The traditional perimeter is eroding, and identity is
emerging as the new edge

Infrastructure-centric

VERIFY everything

(Fragmented Approach to Identity) (Unified Approach to Identity)
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A Unified Platform

yerify Everythjp,

@"’&é

o
* Protect identity §o
« Hardened privilege
 Correlated and visible .
« Frictionless governance = ;ﬂf;::'.:z
. Cloud / legacy / hybrid A
« Just-in-time privilege %6%
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The only vendor:
Unified Identity Security Platform

People | Applications | Data

Applications
& Services
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Identity Intelligence & Analytics

Connector & Integrations

Identity Governance &

Administration Management & Security
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Identity and Access

Privileged Access
Management

Active Directory
Management

Security
Ecosystem
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Zero Trust
- Now
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Verify Everything!




Analyst Reviews
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ABILITY TO EXECUTE

The only vendor:
Leader in 3 Gartner Magic Quadrants

Access Management

AS OF NOV 2021
CHALLENGERS LEADERS
@ Okta

Ping Identity

Onelogin

IBM
Micro Focus ®

@ ForgeRock
u

®c yberfrk
@ Oracle :

llantus

o Thales

NICHE PLAYERS VISIONARIES

COMPLETENESS OF VISION
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ABILITY TO EXECUTE

PAM

AS OF JULY 2021

CHALLENGERS LEADERS

. CyberArk
. BeyondTrust

senhasegura Centrify

) One |dentity

WALLIX @ hycotic

.ARCON
]

Broadcom
(Symantec)

Krontech

NICHE PLAYERS VISIONARIES

COMPLETENESS OF VISION

ABILITY TO EXECUTE

IGA

AS OF FEB 2018

CHALLENGERS LEADERS

. SailPoint
Omada IBM . Oracle

o
One |dentity

Hitachi ID M'i’;’@ig}-’ e P Savlynt
Systems [ e ®ca Technologies
n

AlertEnterprise @y 1o Technologies (RSA)

Core Security

o
® Atos

Microsoft

(Evidian)

NICHE PLAYERS VISIONARIES

COMPLETENESS OF VISION
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The IAM Market
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Why Identity and Access Management?

O

AL

Compliance
Standards and Audits

Yo

Security

Enforce Zero Trust

7 4

Productivity

Automation & Efficiency

Uniquely helping customers accomplish three critical elements of identity security



Why Identity and Access Management?
Security.

Your Firewall is Useless in the Cloud Every Consumer Breach Should Concern You
o Cloud applications can be accessed by anyone with a web-browser and o Employees use the same passwords at home and work so when their

internet access personal accounts get breached, their work accounts can be easily breached

Your Passwords Increase Risk of Account Takeover Your Employees Are Busy or Don’t Care

o Weak passwords and password reuse put you at risk - 81% of hacking- « Companies cannot force end users to have better password practices

related breaches involve stolen or weak credentials (Verizon DBIR) « Eliminating passwords with SAML authentication is the easiest and most
« Very few cloud applications force password changes due to user friction. secure way to improve password hygiene and best practices
Users have the same password for Salesforce, Slack, G Suite, for years

Password Spray Attacks Near Impossible to Prevent
o We see few-minute bursts of login attempts with the same common
password from over 70 different countries - the IPs then go silent

Contractors and Hourly Workers are Liabilities

o As these users move from company to company, they tend to reuse
passwords from previous employers, putting your data at risk

How will OneLogin make you more secure?

—0— —o—

Eliminate Shadow IT Eliminate Passwords with SAML Protect Against Password Theft Protect Sensitive Data

When you deploy SSO, end users Ditch individual app passwords and Multi-factor authentication provides OneLogin provides extra protection
will share applications they use drastically reduce account takeover a second layer of authentication for HR platforms, email, finance
with IT as a way to request for risk by using SAML in place of applications, your CRM and any

one-click access on all applications passwords, wherever possible application that your employees

being used

log into on a daily basis via a web

Onelogln browser
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Why Identity and Access Management?
Compliance.

Pass Audits, Meet Compliance Regulations

o Companies that are public or in regulated industries need to meet
internal and external auditor requirements and enforce controls from

Enforce Security Controls
o Without a modern single sign-on platform, companies lack the ability to

centrally enforce controls required by many compliance frameworks,
compliance frameworks such as password policy (complexity, frequency of rotation) and MFA for
privileged users, sensitive data, and/or critical apps
Fragmented and Decentralized Reporting
o Companies currently piece together reports and audit trails across Enhanced Threat Detection
multiple, disparate systems. « Streaming events from OneLogin to your SIEM tool provides continuous
 Most 3rd party applications lack the ability to report on user access intelligence service to monitor and visualize user activity and trends
over time
Detailed and Robust Reporting .

Real-time visibility into user behavior allows for faster response to

Better understanding of who, when, what time of day, and on what attacks in progress

browser and device each end user is accessing each application

How will OneLogin make you more compliant?

—0— —o0—

Enforce Compliance Controls

Pass Audits Easier

Simplify Reporting Audit Trail of All Login Activity
Enforce security controls common Customers have a much easier Easily generate reports detailing Gain a full audit trail of all login
to multiple compliance frameworks, time passing audits with OneLogin who has access to each application activity to better detect anomalies
including password policy and MFA in place because we provide a

and login activity that includes
requirements for access for complete audit trail of all login time, date, location, device, and
privileged users and/or critical apps activity (who, what, where, when,

browser used
onelogin o
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in user behavior and prevent
potential security threats



Why Identity and Access Management?
Productivity.

Time Wasted Resetting Passwords IT Burdened with Slow IAM Tools & Workflows
o 50%+ of help desk tickets are related to password reset. The average o IT wastes hours on inefficient operations for onboarding and
cost of each password reset ticket is $50 offboarding employees and rolling out applications
Time Wasted Signing In Legacy Systems Resource-Intensive & Antiquated
o Users are forced to keep track of dozens of URLSs, usernames, and o Legacy access systems cost precious IT budget. They are complex,
passwords, causing end user inefficiencies and password fatigue decentralized, and ill-equipped to address the continued growth of

cloud applications
Resistance to Cloud Adoption

« With cloud migration and adoption growing rapidly year over year, end Painful Onboarding and Provisioning
users have too many usernames and passwords to remember, leaving o You know what a pain it is to set up new hires, because of the number
many new browser based application investments to be underutilized of required tools, applications, access requests, and permissions

and forgotten

How will OneLogin make you more productive?

— 00— —o—

Provide Quick Access to All Accelerate Cloud Adoption Cut Helpdesk Tickets in Half Streamline IAM Operations
Apps Accelerate the adoption of new OnelLogin enables self-service Simplify and streamline day-to-day
SSO automatically signs users into cloud applications by simplifying password reset for employees, access management operations,
apps with zero friction - one screen, authentication via one-click access cutting the number of helpdesk including onboarding and
all your apps - on any device, from and an intuitive SSO portal tickets in half and saving hard offboarding users, creating and
any location costs enforcing access policies, and

reporting and compliance
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The future of IAM

Current State Future State

Cloud Spending Rising: Growing 21.3% from $495B * Feature-Rich Product Functionality:

in 2022 to nearly $600B by the end of 2023 » Utilize Al-powered MFA and Risk Scoring to minimize

Rapidly Expanding Networks: A small enterprise 1AM risk both inside and outside of the perimeter

program spans around 1M users, 10M things & billions « Operational Efficiency:

of relationships : o
P + Streamlined provisioning

Security Risks: Bad actors are * Reduced helpdesk/IT labor costs

targeting weak/breached passwords

* Consolidate security, IAM & CIAM vendors
Productivity Challenges: IT and Helpdesk are .
inundated with password reset, onboarding and e EIAL SEIUCE

offboarding requests » Utilize universal authenticators, behavioral/contextual

_ , . _ and biometric access policies
Compliance & Audit Requirements: Security

teams need trail of login and risky behavior « Adapt cloud first strategy that is agile and scalable
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The OnelLogin Solution
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Onelogin overview

40M+ &Y
Identities Managed ()
3400+ @\ @
SAML Apps Supported

LEADER IN:
Gartner Peer Insights
Gartner MQ for Access Management
KuppingerCole Leadership Compass Access Management

5500+

Customers Worldwide

89%

Customer Retention

n
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OnelLogin Customers
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OnelLogin provides comprehensive identity
and access management

o -

APIs & SDKs Single Sign-On Cloud Apps
INCLUDING:

Employees

-g any many more
: Desktop/
Laptop Hydra Cloud
Infrastructure
Partners =
(1]
Mobile I;)evices Advanced On-Prem Apps
Directo .
:* Management y MFA & INCLUDING:

& Reporting Adaptive Auth s o
>R X

any many more

Customers

Identity Lifecycle
Management
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Requirements for Atlassian admins scaling cloud growth

Greater Enhanced Increase

VISIBILITY & SECURITY ADMIN
CONTROL CONTROLS EFFICIENCY



Centralize your Atlassian footprint under Access

Unify administration for

Integrate with your cloud IDP for
greater visibility and control

streamlined workflows

- -

-

Implement standardized security

Gain deep insight to direct your
policies from one place

decision making
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OnelLogin & Atlassian Access, together

SAML single sign-on .@?’ Lifecycle management
Enable secure, seamless login l) Save time with automated
experience across Atlassian user provisioning and de-
products provisioning

F. Directory Integration @ Cloud migration
Easily connect your Active Make the transition to cloud
Directory/LDAP to Atlassian Access simple with a cloud IDP
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Connect OnelLogin with Atlassian’s custom APIs

USERS

296
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A ATLASSIAN Access

.

Organization-wide identity and access

management features

ATLASSIAN CLOUD PRODUCTS

€ Jira Software

4 Jira Service Management
# Jira Work Management
& Confluence

o Bitbucket

@ Trello

% Statuspage
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